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Abstract: Electronic measurement instruments have a critical demand for real-time protocol analysis of high-speed interconnect buses.
They require high-speed processing capabilities for gigahertz-level signal acquisition and full protocol visibility from the physical layer to
the transaction layer in protocol analysis to support high-precision diagnostics with nanosecond-level jitter. However, traditional CPU-
based software solutions are constrained by operating system scheduling latency and cache jitter, making low-latency processing
challenging. Commercial protocol analyzers are costly and lack embedded flexibility. To address these issues, this article leverages the
hardware parallelism and real-time advantages of FPGAs, considering the importance of the PCle 2. 0 protocol in measurement systems,
and proposes a full-stack real-time analysis architecture. This architecture aims to break the throughput bottleneck of traditional software
solutions while avoiding high costs. In the descrambling part, an advanced prediction pipeline design is proposed to achieve efficient
descrambling. The system achieves full protocol coverage from the physical layer to the transaction layer through data preprocessing,
parallel decoding, advanced prediction pipeline descrambling, and state machine parsing. Specifically, 128-bit parallel preprocessing
accomplishes symbol alignment and data down-sampling, 80-bit processing completes 8b/10b parallel decoding and advanced prediction
pipeline descrambling, and three types of dedicated state machine parsers are responsible for protocol field extraction and CRC
verification. Experimental results on the Kintex UltraScale series FPGA platform show that the system operates stably at 312.5 MHz,
supporting real-time analysis of 5 GT/s line-rate data. The processing latency from input data to detection results is 22 clock cycles

(approximately 70 ns). The CRC verification achieves a 100% match rate, with resource utilization of only 1.39% LUTs and 0. 24%
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FFs. The results demonstrate that the proposed architecture meets practical application requirements in terms of latency, resource

overhead, and functional completeness.

Keywords : PCle 2. 0 protocol parsing; FPGA hardware acceleration; real-time processing; low latency
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Fig. 1 Layered architecture of the PCle protocol
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Fig. 7 Data-preprocessing timing diagram
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HRAE AT DA — 2075 3 i A 8 bit Bl J5 ZF 177 4%
FRA, = (4) .

Ss[0] =S,[8] DS, [12] ®D[3] D D[7]

S[1] =8,[8] DS, [9] DS, [12] DS,[13] D
D[2] ®D[3] ®D[6] DD[7]

+
+

S,[14] = S,[6] @ S,[10] @ S,[14] @ D[1]
® D[5]

S[15] =8,[7] @ S,[11] @ S,[15] @ D[0] ®
D[4] (4)

FEZeat 8 bit H ABHE I ER TS 153 CRC 256
iy, S0 RN B CRC {EXT HE , 50 F B 58 5k

7E TLP Hdi JH] 32 bit 19 CRC, 4= it 2 1 X & ¥
0x04C11DB7 RoR , FFAF#R VI U E A OxFFFFFFFF A %
ZEMUNIE 14 FT7R

5 DLLP Ff)F14T CRC BERIEARL, T LA FH IR RE Y 7
A2 E TLP HhIFFTHY CRC BB | AR AR AR
2.6 HIEREET

PCle 2. 0 R 0BG 25 B R R by Sl Js Pk
520 PCle 2. 0 JR A EE , T X 1% 5030 kA7 S0 08 4 M b
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:
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31302928 27262524 23222120 19181716 15141312 111098 7654 3210
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14 TLP 1 CRC H B LIRSS 1
Fig. 14 CRC check circuit for TLPs
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Fig. 15 State machine for TLP extraction
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T AL P SERS 25 A i & A RS R G |, A0 RS 1 HL Ik
E9S 1NN

(D) WHRALTE SR RS HLIEA 25 N2, TLP B35
AERE  FERELRI S A K

() TEENET RESHLERI R STP F4F , REHL
DU BE 3 TLP Wil GRS 5 K2 1] SDP E 4%, RS AL
Bk 3] DLLP Wi i RS, 2 K0 2] COM F4%F R
HUMBEESE ) COM RAS, BNERSHLAL T2 IR, SR T
— AR R,

(3) 7 TLP WHE RS T, K0 16 bit FE 41551k
SHLBEE B P ISR

(D) FEFFHV IR TF IRSHUK S TLP k#5458 A
Wr A5 H S 3 RUF B 4 ST IE53 il TLP B2
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(5) 78 TLP SRE T IRASHIRYE TLP Sk 57 B A Wi
AL E RS T B B B, A TLP A B
B RASHLTE B 4 D 5 Bk ) B IR S 45 0L TLP
TCEEEA 2 B RS PRI 32 bit 5088 5 Bk 4% 2
TR A 27 0 TLP JC ¥ HE H IG5 2, R A LR I 58
32 bit i CRC KIHEF Bki% 5] TLP () CRC ARAS

(6) TERIIR SR, 450 TLP BB N2 RSP
I 32 bit Fds f5 Bk 2 Z0RAS 47 1 TLP Tehf 2N 2
PRSP 32 bit () CRC A& 5085 BkF% ) TLP Y CRC

(7) FEREDIR ST RS ALK 32 bit A CRC B 5
{85 k55 TLP () CRC RAS,

(8)7E TLP () CRC IR, RSP 1 byte %X
W EE TR LS AR AR END RS HLBESE 2] TLP 2%
FORES , BILSE M — TLP 15 S R, 378 2808 15
MRS PSS 225 A

(9) 7F TLP WiZh dORA T RSP 1 byte A9%L
P, #7271 R STP F4F RS ALk 2] TLP i 4h R
B, FHRIRBUT —A> TLP; #51% 775 4 SDP 745 RS ML
Bk 3] DLLP Wit R3S, FF IR 2 H DLLP  £3% 7 7 R
COM F4F RS HLBEEE 2] COM ARZS, JF IR AR PLP ;45
HOATG LIRS LR 2] 23 RPIRAS , 518 T — MR,

2)DLLP #£Ht

DLLP $2BCIRAHLAT & X AR5 25 INZS  DLLP
MR AR DLLP 20K A CRC IRZS \DLLP 25 30K A,
DLLP $2ECIRZASHLANE 16 Fis

QECOM‘ SDP. STP
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Fig. 16  State machine for DLLP extraction
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W BEELE] COM RS, B WPRE VLA F25 WA, SR T —
ASFRF I

(3) 7€ DLLP WiELGRET  ARSHUAI 32 bit £t
FEAATH DLLP (280 RS0 58 45088 )5 , Bk 3] DLLP 4%

(4) 7€ DLLP BRE T RAPLFE K 16 bit [ CRC £
Y E RIS , BEEL 3] DLLP i CRCIRAS .

(5)7F DLLP ) CRC IRZEF , WREHKI 1 byte 1Y
B A% T WSS bR A RS MLk 2 DLLP iz
FORAS, B SE S —> DLLP 15 5 3R IR, 15 B 1508
MRS AL 3125 IR

(6) 7E DLLP MiZh qURA T, K0 1 byte (195048 , 75
ZFT R SDP F4F RS HLBkES 21 DLLP Wi iR A, IF
TRIRHUT —> DLLP ;#1519 A STP Z4%F RS ALk %
F| TLP M iHRAS  JFER R I TLP ; #5117 5 COM F
5 IR HLBEEE 2] COM RS, FFER I PLP ; 25 #F A T
JE RS PR 223 RPIRAS  SEFRARI T — R4l

3)PLP $2HL

PLP £ BUIRSHLIT & RS AL 525 2  PLP it
BRI A PHE 1AIRE AIFE 2 IRE PLP 450
PLP $EBCRASHLANE 17 iR,

4ECOM. SDP. STP A PLPE M+
AWRPLPEM — 7N
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e i COM " k& | DDLEE | LKA
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Fig. 17 State machine for PLP extraction

M 17 AT %1, PLP $2 BCRZS AL A A BRAR S HL, HAe
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(D) WHRALTE R RS HLIE A ZS INZS, PLP B35
AR BRI TR

() FEZE R T, RSP F] COM F4F, IRE
HLI kA 3] COM RS, ARz 1) SDP #45F , IR A AL Bk
3] DLLP WHE LIRS AR ) STP FA4F ARSI Bk
FEF) TLP WHR GRS, B NPRESIAE TN, /T
— AR

(3)7F COM RN IRAHIAEI 1 byte BIEHE , #74
SKP IDL .FTS B# EIE 2z —, MR ALk 24 74 1
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IRES ; T MPIRZSHLAR ARG I 5 2209 5 byte BB, 47 Fe )
AP R TSI ID 5 TS2 1D, MR ZASHLBkE: 2145 7745 2 1R
A, BNk B2 NS

(O TEBFE VIRET RS HLIL BT 2 byte
BB, #5532 ST COM URAS FAZMAY 1 byte
H% T SDP \IDL Fl FTS H A £ 3 —F | Z RS HL5E L
SKP PSS INAT P 4L 3 FTS )7 4 A 1%
TS RSP 3 PLP Z5HOIRAS ; #53X 2 byte 2%
T COM RS TR 1 byte HZET EIE, ZkLE45 11
byte FECHE | I 250 BIE 252, W4RSEAGI 1 byte Y
Bl #5h TS1 D, B IR EHLE A EIE A 775 1A,
HEHEE RS HLB 3 PLP 45 R 7S, & R ZS AL
BB 2 NS,

(5)TEA P52 RET IR VLR FBEMSUASET 9 byte
Bl | 2 X Se B i L 28 TST ID 5 TS2 1D, £F 4 TS1
BTS2 A P45, 2 HOIR S LT B — 1 TSI A P8k
TS2 A PRI B 2R RS LB L 2] PLP 453
RAS, 75 PR S HLBE R 2125 N2

(6) 7E PLP Z550IRA T IRASHLA I 1byte (19454,
FLETATHN COM 745 RSP 2] COM RA , JTF R
HBUR—A~ PLP; #5545 STP 745 IR ASHLBk % E) TLP
WG AR, PR R B TLP #5171 0 SDP #4045 IR 2

HLBKFL £ DLLP WHE 4IRS FF 4R 42 I DLLP ; 75 #5A
J RASHLBREL B 28 AR , 605 T — S,

3 KBWERSH

SLEY -4 % FH AMD Kintex UltraScale KUO60 FPGA
FF KA, 7E Vivado 2018. 3 BITHFEREE T 5¢ BUAE 144844
Wit, it S A PCle 2.0 WL HEIE SCMF, 78 FPGA 4
TS WIS K RS B S T ) SIS AR BRI K R e X
H4h B X PN AT 5 AT ) TR AR A T IR
3.1 INEEIGIE

A PCle 2. 0 MY, 76 PC 35230 T PCle 545
A4 % (3% PLP  TLP \DLLP 25%0) 4.8 b/10 b
St S A AT AR AL FR R . IR 5 T B SO RE 1
B F55- (40 COM  FTS . STP SDP _END) | TLP 3k #F
B M sk K E D &) KE #A LA K CRC
K87 BL (ECRC,LCRC) , 7£ Vivado 2018. 3 Zx {4 H L)
PCle 2. 0 SEAF R WAz %) 52 47 5088 Wi i A FPGA 42
g

FPGA 3 i D S 80 7 40 B2 K486 2 i 8 .8 b/
10 b f#65 fEt Ll B PCle 2. 0 WA SU@AT S, SCHEEIE
ZEIRINE 1 PR,

®1 PCle HiFEAESHITER

Table 1 PCle packet processing and parsing results

KA M2 ESIESE R
PLP(EIOS,FTS,TS1,TS2,SKP EIEOS) . TLP ( MRd , MRALK , MWr, IORd , IOWr
CfgRdO, CfgWr0 | CfgRd1 , CfgWrl | Msg, MsgD | Cpl, CpID, CpILK, CpIDLK ) , DLLP ST H N . s
. , . bl 3% R
it (Ack Nak .PM_Enter_L1 PM_Enter_L23 PM_Active_state_Request_L1 ,PM_Request ;{;Eglﬁ&ﬁ@ﬁi IBAEBH IR
_Ack ,Vendor Specific-Not Used in normal operation | InitFC1-P | InitFC1-NP | InitFC1-
Cpl  InitFC2-P  InitFC2-NP ,InitFC2-Cpl , UpdateFC-P ,UpdateFC-NP , UpdateFC-Cpl )
" N FPGA i i/ ft L 45 K 5 IR i %
el b 8 b/10 b AR e it b/ fi A0 25 2R 5 R A B Al
STP #5 X 45 . ¥ 1l 5 | Header ( Fmt Type, TC, Atir, Length ) | Data Payload, CRC
TLP fi# ’ :
fif bt (ECRC.LCRC) fif BT IE A
DLLP f# 4t SDP F5HFF  Type .CRC fif BT IE A
PLP fi#tfr COM HRIRAF Type f AT IE A

H1%% 1 %0, %F PLP TLP DLLP 3 &0 k4T 58 &1
M, YWPIERR ], FPGA SEHL T B8 8 b/10 b
fiEehih IR R iR PCle B, M J5 SR A LA AT 24 5
TR, FPGA f# AT D REHERR I 3] 3 Fh 40281 IF 1E #
FRIURUY 1 S5 = BE S B CRC R I i, b o 2 rp
A CRCH 5132 81 CRC FBILE, B E T 8
T SE 4k
3.2 RFRFMEAESH

ST R GAEREER Ny 40 GSa/s 5 312.5 MHz
FPGA T ARSI R TR, S8 T PCle 2.0 x1 PRLAY 3L

IS SCHRE A% i A AL S AT A SR A A, AN 2 TR, R
JERMEHN S GT/s, M 128 bit Je 58 5 312. 5 MHz
A ) B RO A, P9 B ECHE Ak B SE B 2 32 Gb/s,

AR SR H AR E IR i /K 2 i BT 7 vk e 08 S8 AR TG 1R
fE AT B A (5 B 7E 312.5 MHz TAEMR RS2 4y
70 ns I B LR ; A MR AL N AR B A S,
B UIE T ARAL B B () SE I A PRASE T 5 HE T AMD A H]
i Kintex UltraScale KU060 ¥ &, LUT/FF 5 ] % {X
1.39%/0.24% , H DSP {4 #E;318. 57 MHz i KA 42
HE 1. 949% it FPAR E
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Table 2 Performance metrics

FER S

5 GT/s; NFRAEARL 32 Gb/s

i (128 bitx312. 5 MHzx0. 8)
i 81 i AR AT AEE 3R 22¢lk@ 312. 5 MHz=70 ns
BN 0
LUT 4612
FF 1583
BRAM 2
DSP 0

Max Frequency 318.57 MHz

3.3 IEEEREBIENRESEBEENK

R i PR AR B BRSO S UE T AR SR
B TR S AL SRR A E A ML SEBR A N T R I S
40 GSa/s [ ADC REE RG22 73 TEE (PCle JeHAFE(:
SRR T, 8 CRAE P 2k T 52 0 A A7 1) 1
E, B ORI Y S A (8, A S 03 o A4 5 R 3
HADC HYSRAFA R, 1o FEAR A B8 80 SO e A A 1
P, AT A A BRAERAE BT 5, KX Se 5 i A 3
SERER) PCle fRATARAE TR EAT AL B, B i id LU X A S
iy B GETHE AN R DA AT Bl G A 1 I 3 A
[IRR NS 7 A SR € i)

MRKZE RN 3 s X TEAUE S it b i 2h 2
100% A %AF A 5 GT/s s BB TN A A i Bl B
TS  (H AT DU o FERAE A I B AT SO 2 1
BRI L PCle 2.0 AL HYEER BT (1 1 2h R A 2L
PRk L 5 HARAR LR b PR T RS AR O (E R
RAEZHHN AL SORF A% A A (1 A BT il 2 38 4 45
T 99. 995 % 1) i K - 5 % T HEE T, RS 2 48 T I Pk
W8, FEERAE F TR AR IR T LAl DA 8 | (A5 e A 1 ) 36 1
FFTE 98.895% 7 SCHIT #& i 1Y A At 2 44 RE AT AR 1E 4K
3k e HAFARFAR PR R P R 9 T 2D PR T AT
1o ] SEME RS A AT

®3 RAEARERBETHMKLER
Table 3 System performance test results

under different bit error rates

_ Ealin v
MR SR FEREERIRISR TR % (GT-s)
S

AR 0 0 100. 000 5.00
BETH 2.5x10™ 2.73x107"2 99. 999 5.00
FREETHE 2.5%107° 2.72x107° 99. 995 4.99
EHETI 1.0x1072 6.78%x1077 98. 895 4.94

4 # g
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