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Research and implementation of an orthogonality-sabotaging
interference testing platform for 5G-A
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Abstract: For the systematic evaluation of the anti-jamming performance of Sth generation advanced (5G-A) systems in complex
electromagnetic environments, this study addresses the shortcomings of existing jamming test methods in simulating realistic non-
orthogonal interference. A dedicated 5G-A test platform based on an orthogonal mismatch interference mechanism is designed and
implemented. The platform innovatively proposes an interference generation method that destroys subcarrier orthogonality by introducing a
normalized frequency offset, establishing an analytical relationship between the attacker’ s frequency offset and the efficiency of
interference energy diffusion. In terms of hardware implementation, the platform employs an FPGA combined with high-speed ADC/DAC
modules and a configurable RF front-end, achieving precise generation and high-precision control of interference signals in terms of
frequency, power, waveform, and timing. To comprehensively verify the platform’ s effectiveness and evaluate the anti-jamming
capability of key 5G-A channels, two test scenarios—RF cable direct connection and static/dynamic over-the-air measurement—were
employed. The performance of the synchronization signal block (SSB), physical downlink control channel (PDCCH), and physical
uplink control channel ( PUCCH) under orthogonal mismatch interference of varying intensities was analyzed and examined.
Experimental results indicate that, compared to traditional narrowband jamming, orthogonal mismatch interference can increase the
terminal bit error rate by a factor of two under the same transmit power, while enabling accurate testing of the anti-jamming performance
of the aforementioned key signals and channels. This work holds positive significance for promoting the reliable deployment of 5G-A
networks.
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Fig. 1 The architecture of 5G-A orthogondhty-

sabotaging interference test platform
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F55 ( primary synchronization signal, PSS) | R A=
SSS) M HL) HE AH
ifi ( physical broadcast channel, PBCH) & H #1482 % 5
5 (demodulation reference signal, DMRS) A MR,
P 2 fis R IR 28 NG N RS HT R Y
B IIsE,

5 (secondary synchronization signal,

1T LRM(10 ms)

A

A

K2 SSB A
Fig.2 Time-frequency diagram of SSB

Horp PSS SR KB 127 19 m JE 50 52041 ] 2



302 - S 1[I I IV = 3

40 &

B PERFLAL A R 3 T HLZ /N X 1D SSS FE T Gold JF
Pt A 336 AR AR R S A, I FRJE i 1008
FBEZ /N ID B BURIALETT o 2 SSB Il 2 5k T 4
I, 25 B S IO vE S U] A0 s iR A PCI, BEMT S & /N X
TR RGEIH BT 15 , ™ H A PT A 3 350 009 2% 158 1Y)
ORI

PDCCH J& 5G RGHRE T A4 65 B (DCI) A
O HME I, 51 ST PDSCH/PUSCH ¥ IRAMAC | D345
il M BE B B & N 1% fE E SR T T 4R BT R 4R
(CORESET) (¥ 7 i WS AL, i 2 2 %0 CORESET-
freq-dom £ CORESET-time-dur SZEUAT A B 5 B[R] 4748
JRIR S ST E . R Polar BB4543 24 {7 CRC A8 |
T ST AVR PR 5 B R A 9T, Al B T
PiHILET . PDCCH ZEFFEE T, DCI 54 15 A6 %
B FECEATRAUR AL HARQ H AL KB BR , e
5| % FH P AR % i v T s 0 e i 2 W (RLEF) 202

PUCCH /2 5G % 4i " &R #% I 17 ¥ %l {5 S8 (upper
control information, UCI) I LYBLEIE , st E IR A
B 3 | L W 1A ( hybrid automatic repeat request-
acknowledgement, HARQ-ACK) . 15 i R 25 S 1% ( channel
state information, CSI) ¥4 B35 SR ( scheduling request,
SR) SE RIS o 05 R I TR Y s A8
B HLH, 7T SC B B ¢ PR B ( physical resource block,
PRB) i 5 W AT 5K R R TRIE A, 24 PUCCH 722
MSZUREE T, AT E R SRS A 3 2 HARQ [
TRARRL (ST A2k B K SR 2R 25 2k %5 34 WA, 1 1
FURTATIHBE R HE | EATHEIR I 5 | e 236 U] P T
KR A2 i o S V5 Bl TC e 6 ) 20 R T
1.3 EXRKETFHHE

5G-A 3R JE— T OFDM [ JEZE M 4% | ix B %
A N AT, HA M ARHEF BB A SRR
FroE PR EE T80, AR N - M A3k o HAb
(TR . X Z WA RsE FREMES, H
RIERNZ = {my,m,, - ,m,_ |,

Xy, X, X, ] FORFHE YR F B R Y
LAWRIATS o TEAIK T, 3% L8755 4 4 e S 3 - e
BT BN DS 1S ciay o T N mUPRE
e B I 3 A% #e (inverse fast Fourier transform, IFFT),
OFDM 5 He MU 46 B8l TFFT Hi i1 A6 n (0 <
n <N - 1) PR £R N,

1 O o e

x, _W ZO S.e (1)

G54 PR IE S UGS, Zad o5 18 i
LAt B . Felk R A I SHIUE 5 T AR A 2 A
WG n AN EEEUE ST RR

1

Y W;Slﬂie +tw, (2)
s H, FORIBUOHAEF 8% ¢ BB EEm N ; o,
HEME 5N & Wt & i A M (additive white
gaussian noise, AWGN) , & W, N o, )P fd B o AR
i (fast Fourier transform, FFT) 45 5% Bl @ i FFT %
T A U, B AR LA

Y, =S.H +W, (3)

R T IR TCL A% i, A% S8 0 T ek R s B
BI85 I Al 9, DA A F22 OB B 42 015 5 T 400 I g
7 Lt ( signal-to-interference-pulse-noise ratio, SINR) ik T
N R i R R G ) RS WK H =R 5 GRS )
TR RAEA I P34 2 2l sEE AT e A 2 L
TELFEHLH] T BERTE 55 . ASCH) Bhr g Bt —fh R
UL, A2 UL S BIA3E T OFDM i) 5G-A
fF9.

OFDM fiff R A T4 TAr] P>~ 28 38t =2 1) ) ] o s 7
SE T BN ST R, DAZER LY FFT 5o 72 b R 4F
IEAEHE QPRI # AL i — 5 BT HAb 7 2t
BA—BI TGS B BIR IS 7 4 S s b
XF BT A 2 T4

g YA R PEAG T H ORGP g
FNIEAZPERBIR Tt A B A SRS, [] I PR 5 1 52 1A T T
i A SR e B SR A S A L

1) K5 5 20 T

B IGE H 5 TR m RS S, i
£k R
" LA j2mnm/N
x, N S,.e (4)
PERHLE T4 0 RS2
SH, +W,, i #m
Y, = (5)

SiHi+Wi+‘§if{iv i=m

o, H, 2 T 05 5 T it 3 20382 obL iy 135 38 1
Wi, ATLA Y, PRI AMUAE § = m IAEEE , X BB 1L
% HRETAR TR m, TO6E A T 2 D0 AT 5

2) A it T4k

AR SR ARG T2 Tl i T —Fh A Y IE
AR @5 B A — IR R e, e [ - 0.5,
0.5], YilifE St E LRI IER .,

1 .21'\'(.9",+m)n

= (6)

BRI FFT AMBES | AR 5O s T4, T4k
i LB A T DA R

Y, =SH +W + 3‘m ﬁ]m](i’mvgm) (7)




5G-A IEAZ KBTI 6157 5 98 - 303 -

44
Horr 4o AU -
1 & n(Gmm) eyt
I(iym,e,)=— " (8)
N

T 1(i,m,e,) TEITA T E¥ - A4EE
(B, FECABE A MR, Rl s ol 8 A3 7 /D 4L
T, Ho R BeR R BLE L FRT 1239 2 281
Hlk, B BT % TP, 1% 88 £ 3 A T L (inter-carrier
interference , 1CI) 7] 3 i 450 R [ 25 T B, 1 AN 1 <8 38 1 %
BRI KR IEM R MW &, € [ -0.5,0.5] i+
FRELAFTE T R KA BEIRRCR . &l 3 Fos 45 ih 1 Bk
PR R B

’ KT R IEAZ PERER
U N

1 2 3 4 5 6 7 8

K3 psp s Sos BIE

Fig.3 Schematic diagram of two interference mechanisms
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Table 2 Parameters for direct connection verification
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Fig. 5 BER performance under different frequency offsets
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Table 3 Parameters for direct connection verification
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Table 4 Interference activation power data
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Fig. 10 Scenario of indoor air interface verification
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