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High throughput autonomous boolean network
true random number generator

Liu Zhengwen Yi Maoxiang Yang Yun Sun Lifa Lu Yingchun Liang Huaguo

(School of Microelectronics, Hefei University of Technology, Hefei 230009, China)

Abstract: True random number generators have broad application prospects in the fields of hardware and information security. In order
to improve the throughput and reduce the hardware overhead of true random number generator, an autonomous Boolean network is
constructed with coupled basic logic units as the entropy source. A first-order high-frequency oscillation loop is used to enhance the
network refresh frequency and multi-level nonlinear amplification, thereby obtaining a high entropy chaotic signal. Combining a post-
processing circuit composed of DFF and XOR, a true random number generator is designed and implemented on an FPGA platform. The
sampled output data is extracted using the ChipScope online tool, then NIST SP800-22 and SP800-90B randomness tests are performed
on the data, and their performance such as offset, autocorrelation, and maximum Lyapunov exponent are evaluated. The results show
that the proposed true random number generator can generate a random number sequence with an entropy value of 0. 994 847 bit/sample
at a throughput rate of 600 Mbit/s, and is of low offset and no autocorrelation, and low hardware overhead.

Keywords : true random number generator; entropy source; autonomous Boolean network ; chaos; throughput
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Fig. 1  Entropy source of the true random number generator
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Fig.2 Dynamic simulation results of the entropy source output
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Fig.3 Spectrum diagram of output signal of entropy source
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Fig.4  Autocorrelation of output signal of entropy source
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Fig.5 The true random number generator and its test platform
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Table 1 NIST-SP800-22 test results at three different temperatures

NIST SP800-22 -30°C 25C 80C
Atrix-7 P-value Proportion P-value Proportion P-value Proportion
Approx-Entropy 0. 559 656 99/100 0. 455 107 99/100 0. 543 238 99/100
Block-Freq 0. 488 526 100/100 0. 466 787 99/100 0.476 152 99/100
Cumsum 0.505 410 99/100 0.516 985 99/100 0.508 857 1007100
FFT 0. 482 340 99/100 0. 446 498 100100 0. 485 075 99/100
Frequency 0.507 627 99/100 0. 482 443 99/100 0. 495 872 1007100
Line-Complex 0. 463 680 99/100 0. 475 824 99/100 0.471 565 99/100
Long-Run 0.524 930 99/100 0. 509 380 100/100 0.503 814 99/100
Nonoverlapping 0.500 317 99/100 0. 500 077 99/100 0.523 265 99/100
Overlapping 0.510 704 1007100 0.471 377 1007100 0. 498 580 99/100
Rand-Excur 0.333 338 68/68 0.275 571 68/68 0.311 846 67/68
Rand-Variant 0.342 183 68/68 0.270 621 67/68 0.298 417 67/68
Rank 0.516 257 98/100 0.578 857 99/100 0. 490 383 1007100
Runs 0. 490 049 1007100 0. 500 707 1007100 0. 496 901 99/100
Serial 0.569 362 99/100 0. 497 266 1007100 0.494 411 98/100
Universal 0.517 923 1007100 0. 532 565 99/100 0. 453 949 99/100
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Table 2 NIST SP_800_90B IID test results(25°C)

Artix-7 Results
IID Test Cio C; i 11D
Excursion 3 826 0 pass
NumbDirectional Runs 3955 17 pass
LenDirectional Runs 825 1794 pass
NumlIncreasesDecreases 5 878 33 pass
NumRunsMedian 4520 9 pass
LenRunsMedian 6 181 2 381 pass
AvgCollision 6 859 9 pass
MaxCollision 6 563 1043 pass
Peri-1 4 815 24 pass
Peri-2 6 579 30 pass
Periodicity Peri-8 7 502 20 pass
Peri-16 1474 17 pass
Peri-32 6 064 25 pass
Cov-1 7 660 6 pass
Cov-2 6 528 6 pass
Covariance Cov-8 8923 0 pass
Cov-16 1152 0 pass
Cov-32 6 448 7 pass
Compression 7 081 81 pass
Independence pass
Goodness-of-fit pass
LRS test pass
Restart test pass
Min-entropy 0.994 847
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Table 3 NIST SP_800_90B Non-IID test results(25 °C)

NIST SP800-90B Artix-7 FPGA
Non-IID Test p-max h-min
MCV 0.501 789 0.994 847
Collision 0.537 109 0. 896 712
Markov 3.300 68x107% 0.998 691
Compression 0.5 1
t-Tuple 0.519 39 0.945 111
LRS 0.510 206 0.970 847
Multi-MCW 0. 500 903 0.997 398
Lag 0. 500 708 0.997 957
Multi-MMC 0. 502 096 0.993 965
LZ78Y 0.501 491 0. 995 706
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entropy source output data
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Table 4 Comparison with Chaos Based TRNGs
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