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CNN-BIiLSTM network intrusion detection method based on
self-supervised feature enhancement
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University of Information Science & Technology, Nanjing 210044, China)

Abstract: Aiming at the problem of insufficient attack samples and traffic characteristics in network intrusion detection, a CNN-BiLSTM
network intrusion detection method based on self-supervised feature enhancement was proposed to detect abnormal network traffic in
traffic data. By analyzing the difference in the distribution of traffic characteristic, IQR outlier processing method was used for data
preprocessing, and autoencoder was used to enhance the number of attack samples. A semi-self-supervised model composed of CNN-
BilSTM neural network and autoencoder was constructed to extract high-dimensional traffic characteristics and self-supervised features
respectively. The combined features are input into the classification model as the final features for prediction and classification, so as to
realize the function of network intrusion detection. The experimental results show that compared with other intrusion detection methods,
the accuracy and F1 score of the proposed method are 85.7% and 85.1% respectively, which can effectively improve the detection
accuracy of network intrusion and the detection ability of unknown attacks.
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Fig.3 Structure diagram of LSTM
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Table 3 Experimental results of different

models on KDDTest+ (%)
_— MRS W HER F1 08
Accuracy  Precision  Recall

CNN 82.53 83.29 83.45 82.5
CNN-BiLSTM 83. 69 84.38 84.41 83. 66
AE-CNN-BiLSTM 84.19 84.77 84. 65 84.17
CNN-BiLSTM-AE 84.17 84.77 84. 67 84.15
AE-CNN-BiLSTM-AE 85.7 84.7 87.5 85.1
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Table 4 Experimental results of AE-CNN-BilSTM-AE
model with different L, loss functions on KDDTest+
(%)
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0 1.0 83. 66 84.38 84. 44 83. 64

0.1 0.9 79.92 80. 87 81.42 79.87
0.2 0.8 79.72 80. 58 80. 94 79. 68
0.3 0.7 80. 58 81.44 81.79 80. 54
0.4 0.6 84.20 84.59 84.34 84.16
0.5 0.5 85.7 84.7 87.5 85.1
0.6 0.4 81.16 82.04 82.43 81.12
0.7 0.3 84.03 84.74 84.79 84.01
0.8 0.2 82.26 83.08 83.31 82.24
0.9 0.1 81.50 82.36 82. 68 81.47
1.0 0 82.08 82.92 83.19 82.05
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Table 5 Experimental results of AE-CNN-BilSTM-AE
model with different L, loss functions on KDDTest+

(%)
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AN H A Accuracy  Precision Recall GES

0 1.0 54.50 52. 66 52.87 51.16
0.1 0.9 82.93 83.54 83. 46 82.90
0.2 0.8 82.53 83.07 82.94 82.50
0.3 0.7 81.71 82.55 82. 86 81. 67
0.4 0.6 82.78 83.53 83.65 82.76
0.5 0.5 82.13 82.95 83.21 82.10
0.6 0.4 83.99 84. 69 84.73 83.97
0.7 0.3 82.81 83.57 83.70 82.79
0.8 0.2 85.7 84.7 87.5 85.1
0.9 0.1 83.31 83.40 83.19 83.22
1.0 0 84.12 84.39 84.11 84.07
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Fig. 8 Comparison of the proposed model with

other machine learning models
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Fig. 9 Comparison between the proposed model

and other deep learning models
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