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Brief research of machine learning cryptanalysis for superlattice device
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Song Helun Ying Jiepan

Abstract: This article expands from the research of randomness testing of signal generated by superlattice random
number generator (SRNG). The thesis tests the generated random signal for this new random signal using some
common machine learning methods to preprocess one part of random signal and try to train clustering or network
model, and then testing other part of random number to judge the quality of randomness. These methods are used on
normal distributed random number and SRNG signals, comparison of which shows better performance of SRNG

signals. The thesis shows value of randomness testing using machine learning, and possible future of cryptology
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securily research using machine learning.
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3" Fully Connected 16 @42 (R B nE AR
)

4" Softmax Softmax [\ I 45 &

5" Classification Qutput 232 H

BARE®RRBRmEE 2 iR,

Hik2 LSTMadf

A E MKV IR S ]
ol ERERNHENE S
Istm=rnn( B T2 W48, ZLal LSTM 4% (size)
state=zeros(batchsize, lstm. state. size)
loss=0.0
for &~ H HI B35 H A7 F batch FHYILE do.
B R =1stm CY T batch JR7ED
logits= matmul(softmax % H} ) + softmax,
HE 2 = nn. softmax(logits)
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